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Abstract Developing and maintaining great products and isesvcomes with the challenges including trade;offs
dynamics, details, time pressure and economics.réfgution in the context of machines, often tednas Industry 4.0
symbolizes smart factories. Industry 4.0 is beimgracterized by ubiquitous and mobile internet, [enaand more
powerful sensors and computing getting cheapeificat intelligence and machine learning. All tledeverage the
pervasive power of digitalization and informaticcthnology. The merger of Information Technologyhw@perational
Technologies. Cyber Physical Systems merges conggutiommunication and control into an integratednfo The
purpose of this paper is to discuss the referermieia and architectures discussed in 5C archieend C2PS reference
architectures and develop insights on the skidsppetencies and projects worth watching.

Index Terms Simulation, Cyber Physical System, Cloud, IntenfeEhings, Control Systems, Industrial Internet.
|. INTRODUCTION

Developing and maintaining great products and ses/comes with the challenges including trade-offsamics, details,
time pressure and economid3.[Innovation has turned into more dynamic formsluding collaborative or co-creation
through a combination of standards, open architestand open sourcg][ The revolution in the context of machines,
often termed as Industry 4.0 symbolizes smart faego

Industry 4.0 is being characterized by ubiquitond aobile internet, smaller and more powerful semsmd computing
getting cheaper, artificial intelligence and maehlearning. It is this fusion of these technologiesl their interaction
across physical, digital and biological domainst thaakes the fourth industrial revolution differefiom previous
revolutions. All these leverage the pervasive postfatigitalization and information technolog$i{

Many a barrier has been broken. For instance Softvachitecture now considers Intelligent, ConndcBystems as the
paradigm #]. A recent NASSCOM conference discussed the trasdConnected, Autonomous, Shared and Electric
(CASE) B]. The merger of Information Technology with Opé@vagl Technologies have led to several knee jesktiens
like - 'A bunch of IT guys invading the factory #i0. From a Control Systems practitioner standpotaintrol systems
getting closer to mainstream standards and techiesdncluding web and information modeling. Fromlaformation and
Communication Technology(ICT) specialist, the visaabout modernizing the Control Systems or AutdomaBystems
space with latest technologies. While many consithta as the new oil, very few seem to be focusedxdracting
potential value from captured data. In case of rfeaturing it is as low as 20 to 30 percent. A Sn@ity or Smart Grid or

a Smart Factory requires the best of the convergioidds and need a shared vision. The architectigaterns and their
differences are shown in Fifj.to facilitate an appreciation across the two pcast As Gaynor states, an appreciation of
systems is necessag] |

 Characteristic __ [Systems _________________|IT Applications ______|
1 Year and redicing Much less, even in the range
of months

Target Market Specific market segments driven by  Targeted at applications
reliability and cost factors more to improve productivity.

E Expected Lifetime  SlVSIRVEE TS 1-5 years
i Relevant owners Phase wise owners from operator,  Owners could vary across
enginesar, end customer, projects,

decommissioning engineer

 Legacy
 support/Backward
Compatibility

Safety Critical

Strong requirements due to huges
investments required

Shutdown only permitted as part of
planned maintenance. Else could
lead to losses

Yes, considering human lives and
huge investments to be protected

Weak requirements due to
the fact that an IT
implementation could reduce
currant operating cost,
Shutdown is permitted within
tolerance benchmarks.

Few implementations are
safety critical, but not
necessarily

Fig. 1. Comparison of Concerns in Systems and pplisations.
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Cyber Physical Systems becomes significant in ¢bistext. Brend Kramer explains origins of CybemirGreek word
Kubernetis meaning control skills. This evolved Eaglish word governf]. Stipanovic characterizes Cyber Physical
Systems as a new research direction at the intevseaf physical, biological, engineering and infation sciences. In
short they integrate the dynamics of physical psees with those of software and communication plingi abstractions
and modeling design and analysis techniques fomtiegrated whole. The interactions lead to needé&w techniques in
design due to the concepts taking physical andualirforms leading to new emerging scenarios otherwgalled
emergence. The disciplines involve embedded systemnsputers and communicatidsj.[

As in Fig.2, the CPS merges the 3Cs computation, communicatich control into an intelligent closed loop system
between the physical world and the information @¢®]. Though the initial use cases had more to do Wittual Reality,
Computer Vision and Immersed experiences, the fgefdst evolving to support Systems across thiééclcle.

One of the milestone works in the area is discugsedMichael Strage in the concept of Serious Play Wwack in
1999 [LO. The two publications discussing CPS in detad #ie one discussing 5C Architecture which defiGgber
Physical Systems in detail and presents how CybgsiPal System and its layers act as transformaéeanologies for
managing interconnected systerhd]] These bring together the Information Technolddy aspects and the Operational
Technologies (OT) prevalent in manufacturing andigroplants using control systems.

Computation | Lommunication

Control

Fig. 2. Convergence of 3C’s.
These systems have the following characteristics:

Closely Integrated.

Cyber Capability in every physical component argbugce constrained.
Networked at multiple extreme scales.

Complex at multiple temporal and spatial scales.

Dynamically reorganizing/reconfiguring

High degrees of automation, control loops mustelos

Operation must be dependable certified in somescase

NoorwbhE

The purpose of the paper is to briefly navigateulgh the finer details of convergence as seen fraorpublications of 5C
Architecture and C2PS, discuss the competencieslilisl ideas to kickstart action and future.

1. OVERVIEW
The 5C Architecture defines two main functional paments:

1. Advanced Connectivity which ensures real-time @aguisition from physical and information from plogd
space.
2. Intelligent Data Management Analytics and Compatal capability that constructs the cyber space.

As in Fig.3, below, the Cyber Physical System is consideregabus levels;

Smart Connection Level.

Data to Information Conversion Level.
Cyber Level.

Cognition Level.

Configuration Level.

agrwnPE
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V.
CONFIGURATION
LEVEL

IV. COGNITION LEVEL

Il. CYBER LEVEL

|I. DATA TO INFORMATION
CONVERSION LEVEL

I. SMART CONNECTION LEVEL

Fig. 3. 5C Architecture Model.
Each of these levels is described in detail in steps:

I. Smart Connection Level

This level is about acquiring accurate and reliaalga from machines and their components. Therdatsured by sensors
are obtained from controllers and from enterprisaufiacturing systems. The various types of datesetettion of sensors
play an important role here.

[1. Data to Information Conversion Level
This level is about inference from data leadingraningful information. This is used for prognaaisi health
management by calculating health value, estimatnggining life etc.

[11. Cyber Level
This level acts as a central information hub witliadbeing pushed from multiple sources or machifbs level uses
special analytics to show the capability and corisparacross multiple devices and systems.

IV. Cognition Level
This level is about generating thorough knowledfjne monitored system and proper presentatiogdod decision
making.

V. Configuration Level
This is feedback from cyber space to physical spadeacts as supervisory control to make machilfiesefigurable and
self-adaptive.

[11. DETAILED CONSIDERATIONS

One of the architectural patterns of applying CyBbysical Systems is the digital twin. Dr. Mich&ieaves in his book
Virtually Perfect book, introduced the term digitalin.[12]. As per Greaves, the Digital Twin concept modahgists of
three main parts: a) physical products in Real 8plvirtual products in Virtual Space, and c) tbenections of data and
information that ties the virtual and real produtigether. We can collect operational data, andimeously improve the
intelligence of the digital part by learning frorpeyational data analysis. These can later be iaduzhck into factory
simulation. In a recent publication on Cyber Phgsiystems the authors introduce a Reference Auathite for building a
Cyber Physical System based on Cloud using dityital architecture termed C2P$3.

As in Fig.4, the architecture model approaches it by conside@loud or Distributed Consideration as the primar
consideration. The key elements of physical elenieciude Network Interfaces, Power Supply, Senséisctional
Unit/Functions, Data Store, Observation and Actigatin the Cyber thing, these elements turn oletwirtual. There can
be three types of interactions physical-physicgbec-cyber and cyber-physical.

VIRTUAL DATA ‘ CYBER ' NETWORK DATA

INTERFACE . STORE T\ _ THING / INTERFACE . STORE
< <
= 1 =

VIRTUAL S e : POWER 8=

POWER = Z OBSERVATIONS ! [ OBSERVATIONS
8- ' SUPPLY (S

SUPPLY = i =4
2 . 2

VIRTUAL VIRTUAL ‘ PHYSICAL

SENSORS ACTUATORS N THING SENSORS ACTUATORS

Fig. 4. C2PS Architecture.
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Software defined elements play a significant rotnsidering the Cloud or Distributed Systems as hignary
approach14]. The author and team once identified an architattapproach to start with using the capabilité®pen
hardware like Raspberry Pi and Open Network Emtdaising Software Defined Networks like Minin&#].

V. EMERGENCE OF STANDARDS AND FRAMEWORKS

Standards include CPS Framework Release from NIS[T [The Framework sees CPS going beyond a conveaition
product, system and application design traditignaionducted in the absence of significant or peveas
interconnectedness. CPS could include System ofefgs and due to complexity and multiple systems rgem
behaviours can be many. CPS could go far beyongémuapplications including cross-domain ones. @gtaetness could
have impact on being trustworthy. There is a neettd able to accommodate a variety of computatiomadels and
support variety of communication. Heterogeneity &zad to complexity. Timing is a major concern ahd operating
environment has a major role to play.

As in Fig.5, the CPS Conceptual Model includes major conceswmsr Reliability, Security, Resilience, Safety,
Confidentiality, Privacy. The Reference Model coless the industrial Internet of Things (lloT) Reflece Model, IEEE
P2413 working group, OneM2M as inter-operabilityaller, Cyber Security Research Alliance (CSRA), NEivacy
Engineering, IEEE 802.1 TSN-Time Sensitive NetwogkiOPC-Unified Architecture, Time synchronizatiosing IEEE
1588, Industrial Internet Consortium and Open Bratf 4DIAC a Project using IEC 61499 is also onethaf aspects
getting developed as part of the CPS work. At astrabt level, CPS can be deployed to enable anttatothe flow of
energies, the flow of material, the transportatidrobjects or goods, the movement of objects, tbe bf signals, the
conversion of energies, material and signals. Hpees of CPS considerations spans across FunctRusiness, Human
and Trustworthiness. The Prominent concerns incRefformance and Safety properties as to avoidrtiaza

SYSTEM-OF-SYSTEMS '.‘O\f’
A

SYSTEM A<

DEVICE _ N\, :

DECISION -

=\

o/

%/ CYBER %

\ &\ PHYSICAL = HUMAN

z - 2/

" PHYSICAL STATE

Fig. 5. CPS Conceptual Model.
V. OPPORTUNITIES, COMPETENCIES AND SKILLS

While machines can enable us to be more human,gda @ansformation is essentidlq. 'What we need is an
entrepreneurial society in which innovation andremteneurship is normal, steady and continuoussPE&rucker.
Continuous experimentation as an approach to Ptedund Systems is discussed by Jan Bosch in hiseThyer product
model [L8]. The endless possibilities of experimentation emgring the world is the focus of Chris Andersohtsok
Maker Revolution19]. This leads us to a three - axis view as in Bigith Digital and machine driven Transformation in
x-axis, the experimentation system on y-axis anite @gansformation on z-axis. Cyber Physical Systemould play a
significant role as Experimentation System, therebgbling faster evolution,also ability to gain fidence of users over
time.

The research challenges include Design considergfigbility, A Systems Perspective, and Human ab&sitions
including safety and trustworthinesX)[. There is much research required to better umaledsthe relationship between
cognitive cycle of the human operator and thatBS®uilt and operated by humans.

The type of skills and the tools required to opeiiatthis ecosystem include a good understandingetif technologies,
communication technologies and embedded systenass@uollination is essential to necessitate knogéebuilding.
These teams need to have a good grasp of algorittates science from an application perspective.
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Two projects worth watching are 4DIAC and the omerf Blair. 4DIAC is part of Cyber Physical Systetatform projects
and Built on the IEC 61499 standard. This projeoivjules an engineering approach based on eclipb@ anntime which
runs on Raspberry Pi called FORTA] Blair et al builds on the Power System StandafdEC 61850 and maps the
same to Web protocols like HTTRZ. The open source nature of these projects fatdlifurther collaboration. An
approach using Design Thinking to facilitate fasteremental feature additions could be applig].[
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Fig. 6. Three Axis View.
V1. SUMMARY

Cyber Physical Systems have the ability to playaomrole in continuous experimentation in systefisey empower
organizations to perform data exploration fastdreSe systems expand themselves from Smart Factoriamart Cities,
Smart Grids and Healthcare thus delivering innoeaéxperiences to customers. When augmented wghigence they
enable learning from real world, thus having insieg their impact. An iterative approach applyingsigin Thinking can
be considered to unravel benefits.

REFERENCES

[1] Karl T. Ulrich, Steven D. Eppinger, “Produgesign and Development” 5th edition, ISBN-13: 983404776,
2012.

[2] AUTOSAR (AUTomotive Open System ARchitecture

[3] Klaus Schwab,“The Fourth Industrial Revoduti, Jan 2017.

[4] Eon Woods, “Software Architecture in A ChamgWorld”, IEEE Nov 2016.

[5] Vijay Ratnaparkhe, https://www.nasscom.imi@eeringsummit/

[6] Joseph Sarkis, “An Interview With Gerard Giaynor: Innovator and Scholar”, IEEE Engineeringridgenent
Review, Sep 2018.

[71 Bernd Kramer, “Evolution of Cyber-Physicajssem: A brief Review”, Sept 2012.

[8] Jianhua Shi, Hehua Yan, Hui Suo, “Surveygber Physical Systems”, Nov 2011.

[9] Kai Hwang, Jack Dongarra, Geoffrey C. Foxstibuted and Cloud Computing: From Parallel Pesagg to the
Internet of Things”, 2012.

[10] Michael Schrage, “Serious Play: How the Wi@rBest Companies Simulate to Innovate”, 1999.

[11] Jay Lee, Behrad Baghers, Hung An Hao,, ‘o€ Physical Systems Architecture for Industryda8ed
manufacturing systems”. Elsavier, Dec 2014.

[12] Dr. Michael Grieves, “Digital Twin: Manufaaring Excellence through Virtual Factory Replicati., 2014.

[13] KAZI MASUDUL ALAM AND ABDULMOTALEB EL SADDI K,, “C2PS: A Digital Twin Architecture Reference
Model for the Cloud-Based Cyber-Physical SystensEE Access, 2017.

[14] Rajkumar Buyya, Rodrigo N. Calheiros, Jumg®on, Amir Vahid Dastjerdi, and Young Yoon,"Soétme-Defined
Cloud Computing: Architectural Elements and Opealiginges ”. Aug 2014.

[15] Abhilash Gopalakrishnan, Jithin KP, Abhin@handra Biswal “Industrial Automation System orvide (IndASoD)
-A Device Modeling Industrial Automation Scenariasl EEE India Conference (INDICON 2014), Pune, India, Dec
2014.

[16] NIST Cyber Physical Systems Public Work@mpup, “Framework for Cyber-Physical Systems Radeh6”. May
2016.

[17] Stephen Denning, “The Age of Agile: How Stn@ompanies are Transforming the Way Work GetséDoilarch
2018.

[EEE India Info. Vol. 13 No.4 Oct- Dec 2018 Page 46




[18] Jan Bosch,“Achieving Simplicity with the fide-Layer Product Model”, IEEE Computer, Nov 2013.

[19] Chris Anderson,“Makers: The New Industfivolution”, April 8, 2014

[20] Don Norman, Design of Future Things, May20

[21] Thomas Strasser, Martijn Rooker, Gerhardritiofer, Alois Zoitl, Christoph Sunder, Odo-Strygemtonio
Valentini, Allan Martel,“Framework for Distributelthdustrial Automation and Control (4DIAC)", 6th IEEE
International Conference on Industrial Informatidsly 2008.

[22] Steven M. Blair, F. Coffele, Campbell Bop.M. Burt, “An Open Platform for Rapid-PrototypifProtection and
Control Schemes With IEC 61850”, Nov 2012.

[23] Tim Brown, “Change By Design”, 2009.

About the author

Mr. Abhilash is Principal Engineer in Electrificati Products Division- Distribution Automation R&D
at ABB based in Bangalore, India. In Product Depeaient scene for last 19 years, he has been
majorly focusing on Architecture and Design of Saifte Systems - Application Software and of late
Embedded Systems. He completed his Bachelors iinEegng in Mechanical Engineering in 1998,
Master's degree in Software Systems from BITS, rPiim 2010 and Architecture and Systems
Engineering Professional Certificate from MIT Psd®nal Education in 2017. Passionate about
building world class systems and products, hisr@#tis include Decision Support Systems, Cyber
Physical Systems and Innovation and Technology Mament. He has 3 granted patents and 10
publications to his credit. He is a Senior MembetEEE, Member of ACM and serves as working
group member of IEEE P1451-99 - Devices and Systéamsonization Working Group.

Ten Rules for the Good Life

Never put off till tomorrow what you can do today.
Never trouble another for what you can do yourself.
Never spend your money before you have it.
Never buy what you do not want because it is chi¢ayll never be dear to you.
Pride costs us more than hunger, thirst, and cold.
Never repent of having eaten too little.
Nothing is troublesome that we do willingly.
Don't let the evils which have never happened yostpain.
Always take things by their smooth handle.
When angry, count to ten before you speak; if \argry, count to one hundred.

Thomas Jefferson

Eight Things You Can Learn in 10 Minutes That Will 10x Your Productivity

How to prioritize
How to get everything out of your head
How to separate urgent from important tasks
How to focus on one thing at a time
How to live the 80/20 life
How to own and defend your time
How to stop being a perfectionist

How to measure your inputs and results!

Sourcehttps://medium.com/kaizen-habits/habits-you-camrden-10-minutes-that-will-make-you-more-productifice-
the-rest-of-your-life-b428015becfb
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